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Introduction

The National Center for Security and Crises Management (NCSCM) was established
as an embodiment of a supreme royal vision represented by creating a central mind
for crises management and building a strategic umbrella through which the efforts
of those involved in dealing with crises at the state level are integrated, as expressed
in the two royal letters addressed to the Prime Minister after the 2005 terror attacks,
and His Royal Highness Prince Ali bin Al Hussein in 2008, in which he was entrusted
to establish and activate the center. Consequently, the NCSCM bylaw was issued by
a royal decree in April 2015.

The idea of preparing Risks, Disasters and Crises Terminologies & Concepts Guide
came with the aim of clarifying these concepts, unifying their use, and creating one
common understanding and language, whereas these fundamental concepts are
subject to a single interpretation to form a reference for all. This guide will provide
scientific knowledge to all NCSCM'’s personnel as well as individuals from various
civil and military backgrounds. It is intended to crystallize the required coherence
strategically regarding all issues related to crises management and disaster risk
reduction.

In line with NCSCM'’s keenness to keep pace with developments in the fields of
security, disaster risk reduction and crises management, the guide has been
prepared based on a scientific process that relies on a research methodology
grounded in international references in the realms of security, crises, disasters, and
emergencies. It aligns with the actual usage of these terms as stated in national
strategies, plans, and the NCSCM Bylaw, in accordance with international best
practices in this field.

The first edition of Risks, Disasters and Crises Terminologies & Concepts Guide is
considered a continuation of the ongoing development in the field of terminologies
used in risks, disasters and crises management. It will be monitored and enhanced
with new terminologies to keep pace with the developments and changes in the
strategic environment.

Brigadier General(GS)
NCSCM Vice Chairman
Hatem Odeh Al Zu’bi
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1.  The Center: National Center for Security & Crises Management (NCSCM).
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2. Chairman: NCSCM Chairman.
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3.  Vice Chairman: NCSCM Vice Chairman.

OSoall Gualy) gam Ga JS pdarag 510000 Gy Al ) 3Sall BN (ula roudaall
SN Aia Gy A gSall anly cami ) (3l [ o0 gSad) Jua) 59 AdAlal a5 gBA 5

alad) ) sate cdalall Cl pliall it A idial)
4.  Board: NCSCM s Board of Directors is headed by the Prime Minister, with the
membership of HRH Chairman of NCSCM, Minister of Defense, Minister of Interior,
Minister of Government Communications / Official Spokesperson for the
government, Chairman of Joint Chiefs of Staff, General Intelligence Director, and
Public Security Director.
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5. NCSCM Bylaw: NCSCM bylaw No. 20 of 2015.
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6.  Vision: A secure, resilient and withstanding national environment.
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7. Mission: Managing the risks of disasters and crises with high efficiency by
coordinating and unifying all national efforts through strategic adaptation to ensure
a secure and stable national environment.
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8.  General Objective: Achieving its mission to reach professionalism in all
aspects of disaster risk reduction, disasters, and national crises management in their
different phases with the least possible time, cost, and losses.
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9. Organizational Structure: The administrative division mandated by the
center's tasks and responsibilities, illustrating the relationship between
organizational units, the scope of supervision, authorities, responsibilities, and the
functions required to achieve the vision and mission of the center.
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10. Concept of Operations (CONOPS): A verbal or an illustrated statement that
clearly and concisely expresses what the leader intends to accomplish and how this
can be done using available resources, defining the sequence and scope of the
planned emergency response, what should happen, when, and in which direction.
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11. The Tactical Level: The level in which events are managed by local and security
agencies within the governorate (first response teams). The role of NCSCM at this
level is to follow-up, monitor, and evaluate the situational reports without direct
intervention.
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12.  The Operational Level: If the scale of events surpasses the governorate's
capabilities, the governor assumes the event leader and requests additional support
and reinforcements from neighboring governorates or the relevant and ministerial

authorities. In this context, the role of NCSCM is to follow-up, monitor, and evaluate
situational reports without direct intervention.
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13.  The Strategic Level: If events escalate where they could potentially develop
into a national crisis based on situational reports, NCSCM convenes a meeting for
the Board of Directors (BOD). If the Prime Minister, the Chairman of the BOD,
declares the event as a crisis, a crisis leader will be appointed based on its nature
and a director from NCSCM will be assigned as an assistant crisis leader. At this
stage, NCSCM will assume command-and-control and harness all capabilities and
resources to the response efforts.
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1.  Security: The state of protection from risks or threats, whether in the context
of personnel security, information and material security, or national security.
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2. Comprehensive National Security: security that includes political, economic,

environmental, health, psychological, social, intellectual, and cyber security.
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3. Information Security: Practices aimed at protecting information and
information systems from unauthorized access, tampering, alteration, disclosure, or
destruction to ensure confidentiality, availability, and integrity of information.
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4.  Personnel Security: Providing a safe environment for individuals by taking the
necessary measures to protect them from threats they might face.
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5. Facility Security: Providing a secure environment that encompasses a system
reflecting the highest levels of security, ensuring it is not breached, whether from the
inside or outside.
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6. Material Security: A security system which aims to protect materials from
tampering and physical sabotage.
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7. Preventive Security: All protective measures for people, property, and

Infrastructure to prevent accidents that are taken before occurring or dealing with
them.
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8.  Cybersecurity: Technological applications, processes, and controls aimed at

protecting systems, networks, software, devices, and data from any cyber-attack.
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9.  Security Agencies: A term that includes the Public Security Directorate (PSD)
with its three main branches (Police, Gendarmerie & Civil Defense) as well as the
General Intelligence Department.
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10. Jordan Armed Forces / Arab Army (JAF): They are the regular forces of the

Hashemite Kingdom of Jordan, consisting of the Royal Jordanian Land Forces, the
Royal Jordanian Navy, and the Royal Jordanian Air Force.
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11. Public Security Directorate (PSD): One of the vital agencies actively
contributing to strengthening the security of the internal front and its stability,
safeguarding the kingdom and its citizens. It addresses various dangers and threats,
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ensuring the smooth flow of everyday life through the duties it performs and the
measures it takes, aiming to prevent accidents and minimize their impact.
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12. General Intelligence Department (GID): One of the active vital agencies in
enhancing the security and stability of the internal front, responsible for

safeguarding the internal and external front of the Hashemite Kingdom of Jordan
through conducting the necessary intelligence operations.
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13.  Civil Defense Directorate (CDD): A body affiliated to PSD and its main function
IS to protect and save lives in addition to protect private and public property.
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14. Standard Procedures for State Agencies’ Dealing with Normal Incidents,
Emergency Events, and Crises: They unified standard procedures for all concerned
at all levels. They aim to manage routine and emergency events, as well as crises in
a way that ensures a rapid response and minimizes potential impacts as much as
possible.
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15. Awareness: The continual process of collecting, analyzing, and disseminating
intelligence, information, and knowledge to allow organizations and individuals to
anticipate requirements and to react effectively.
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16. Public Safety: Prevention of and protection from events that could endanger
the safety and security of the public from significant danger, injury, or property
damage.
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17. Protection: Reducing the vulnerability of critical infrastructure or key resources
to deter, mitigate, or neutralize all types of threats.
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18. Civil Protection: Activities that protect civil populations against accidents
and disasters.
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19. Self-Protection: The total of individual measures taken by population and/or
authorities and security agencies to avoid accidents, prevent them, and deal with

them. Self-protection specifically includes measures to safeguard the immediate
living and working environment, aiming to avoid or minimize harm to life and health.
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20. Personal Protective Equipment (PPE): Equipment worn or held by a person as
protection gear against threats to the person's health or safety.
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21. Protected properties: Everything that must be protected from damage due to its
moral or material value.
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22. Critical Infrastructure Protection (CIP): Measures taken to prevent, address,
or mitigate risks arising from vulnerabilities in critical infrastructure. Depending on
the risks, these measures could include changes in tactics, techniques, or procedures;
choosing an alternative location; isolation or reinforcement; guarding, and others.
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23. Critical Facilities: Key facilities, technical installations, and systems of social,

economic, and operational importance necessary for the functional performance of
communities or gatherings, whether in normal conditions or in emergencies.
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24. Threats: The condition in which national interests and objectives reach a stage
where finding a peaceful solution becomes impossible, jeopardizing the minimum
security of the state in its political, economic, social, and military aspects,
necessitating resorting to the use of armed force.
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25. Challenges: Difficulties, risks, or obstacles faced by the state that hinder its
progress, impede its security, stability, and vital shared self-interests, which are
difficult to avoid or ignore and do not necessitate resorting to the use of armed forces
(among the most dangerous challenges are security challenges, requiring the
construction of a security shield to confront them).
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26. Scenario: Assuming events or possible sequences of events and their impacts
on protected properties.
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27. Situation: Description of the current situation, including the general condition,
the state of damage, internal status, and options for damage prevention.
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28. Situational Awareness: The perception the security situation and its threat
environment, as well as predicting them in the near future.
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29. Situation Map: A Clear presentation of essential facts about a situation in
textual and/or visual form to process information that is composed of selected
parameters, which could be monitored regularly to detect changes in the situation.
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30. Accident: An unexpected situation with the potential to cause harm to human

life, property, or the environment, requiring an immediate response from state
institutions to address it.
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31. Warning the Population: Informing the public about imminent risks and/or
acute urgent recommendations for behavior, as part of crisis communication.
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32. Civil-Military Cooperation (CIMIC): Cooperation between civil and military
authorities, subdivided into CIMIC-Domestic and CIMIC-International.
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33. Self-Help: Total of individual measures taken by the population and/or
authorities/companies to cope with accidents. Self-help is part of self-protection, and
it takes place initially to counteract events of any kind after their occurrence through
appropriate measures. Self-help particularly includes providing of first aid and
proper behavior in the event of an accident.
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34. Care: The area of responsibility within civil protection for the social and
psychosocial care of affected but uninjured individuals; especially in the event of major

accidents or disasters. Examples of these responsibilities: providing shelter, clothing,
food; escorting of transportation; and social care.
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35. Psychosocial Care During Emergency: Short-term, medium-term, and long-
term preventive measures during emergencies aim to prevent psychosocial
consequences of stress and provide appropriate treatment for post-traumatic stress
disorders and the psychological stress related consequences associated with the
emergency.
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36. Terrorist Act: Any intentional act or threat thereof, regardless of its motives,
purposes, or means, carried out as part of an individual or collective criminal project
that poses a risk to the safety and security of community. It may cause sedition aims to
disrupt public order, instill fear, intimidate people, endanger lives, harm the
environment, or damage public or private property, international facilities, diplomatic
missions, occupy them, seize them, jeopardize national or economic resources, or
compel a legitimate national or international organization or authority to perform or
refrain from any act or hinder the implementation of the constitution, laws, or systems.
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37. Cyberterrorism: A criminal act perpetrated using computer systems and
telecommunications capabilities, leading to violence, destruction and/or disruption of
services to instill fear by causing confusion and uncertainty within a specific society.
The goal is to influence the government or population to align with a particular
political, social, or ideological agenda.
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38. Counterterrorism (CT): Responsive or reactive actions against terrorist threats
or attacks entailing using effective offensive actions such as direct intervention in the
activities of terrorist groups or targeting terrorists.
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39. Weapons of Mass Destruction (WMD): Any weapon or device intended for, or
having the capability to, cause death or serious bodily injury to a significant number

of people by releasing disseminating toxic chemicals, poisons, or their precursors,
disease-causing organisms, or radiological elements.
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40. Countering Weapons of Mass Destruction (CWMD): The measures taken to
prevent and/or counteract terrorist incidents involving the use of WMD.
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41. Dirty Bomb (Radiological Bomb): A type of explosive device that combines
conventional explosives with radioactive materials. (exploded with the aim of releasing
radioactive elements, not considered a nuclear bomb).
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42. High Explosives (HE): Explosives are classified into two categories (high
explosives or low-impact explosives). High explosives are explosives that produce a

shockwave that propagates faster than the speed of sound, while low-impact explosives
are materials that burn.

Ca ol dalal) (e A58 o) Aelad) o) A glom o) Ailaas Jalgry Sslil) G Alla ikl £
) s

43. Contamination: A condition of contamination by chemical, biological,

radiological, or nuclear factors, whether of natural or human-made origin.
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44, Decontamination: The removal of hazardous substances from individuals and
equipment as necessary to prevent potential adverse health effects.
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45. Exploring chemical, biological, radiological, and nuclear factors (CBRN): A
part of the situation assessment that includes measuring, detecting, and reporting

CBRN threats, sampling, identifying, and monitoring of contaminated areas, and
collecting of meteorological data and general observations.
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1.  Emergencies (Emergency Situation): An event or a major set of events that
occur or are likely to occur, causing serious harm to individuals or property,

threating public order, government continuity, public health, the environment, or the
economy. It requires special mobilization and coordination among various entities.
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2. Emergency Services: A specialized set of agencies that have specific

responsibilities and objectives in serving and protecting people and property in
emergency.
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3.  Large-Scale Emergency: An incident involving many casualties, patients, or
affected individuals and/or significant damage to property. The term is often used
synonymously with a major damage event.
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4.  Emergency Assessment:  The ability to build and maintain a common
operational picture, including the ability to detect an incident, assess its impact,
determine its likely evolution, and course, and classify the incident.
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5.  Emergency Management: The organization and administration of resources
and responsibilities to address all aspects of emergencies, with a particular focus on
preparedness, response, and initial recovery steps.
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6. Comprehensive Emergency Management (CEM): An integrated approach to
managing of emergency programs and activities for all four emergency phases
(preparedness, response, mitigation, recovery), for all types of emergencies and
disasters, and at all government and private levels.
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7. Emergency Assistance: Assistance required for individuals, families, and their
communities to ensure that immediate needs are met, extending beyond the scope of the

traditional “mass care” services provided at the local level.
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8. Emergency Operations Center (EOC): A center where information and resources are
coordinated to support the activities of incident management normally.
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9.  Emergency Response Agency: Any organization affiliated with the local

government that provides services related to law enforcement, firefighting, emergency
medical care, or public safety.
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10. Results Management: Planning actions and preparations that have been taken
to identify, organize, equip, and train the emergency response forces, and put in place
the executable plans that are implemented in response to an accident. Also, the
measures taken following an accident to mitigate its effects and recover from it.
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11. Essential Emergency Communications: Communications that provide the
capability to perform essential functions, in conjunction with other agencies, until
communications return to pre-crises levels.
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12. Public Information: Any text, audio, video, or other information provided by an
authorized official that includes the risks of crises & emergency.
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13. Mass Care: This includes shelter, nutrition operations, first aid during
emergencies, wholesale distribution of emergency supplies, and collecting and
providing information about victims to family members.
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14. Preparations: Activities that must be carried out in advance of an emergency,
including developing operational capabilities, training, preparing plans and improving
public information and communication systems.
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15.  Emergency Support Functions (ESFs): These are part of the National Response
Plan (NRP) during disasters, which means the grouping of government and certain
private-sector capabilities in a structures organizational framework to provide
support, resources, and services during the response phase to save lives, protect
property and health, and maintain public safety.
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Hazards & Risks Shlaall g jdadly
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1. Hazard (Plural is Hazards): A dangerous phenomenon, substance, human
activity, or condition that may cause loss of life, injuries or other health impacts,
property, loss of livelihoods and services, economic and social disruption, or
environmental damage.
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2. Risk (Plural is Risks): Any event, whether natural or man-made that requires a
coordinated response by the community, private sector, or governmental sector to
protect life, health, and public safety.
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3.  Risk Register: A record created at the national and local levels outlining the
risks and threats that the state may face, along with the necessary capabilities
required to address them.
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4.  Latent Hazard: A risk that is impossible to manage or transfer away and is
considered an inherent risk.
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5. Major Hazard: A natural or human-induced phenomenon that has a potential

serious harm to human health, property, activity, and/or animals or the environment.
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6.  Probability: The possibility of something happening. It is defined, measured, or
determined objectively, subjectively, qualitatively, or quantitatively, and is described
using a general or mathematical approach (as a mathematical probability or frequency
over a specific period).
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7. Hazard Probability: The ratio of the probability of a hazard occurring in a
particular area.
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8. Hazard Situation: Hazards that may occur in a specific area at a certain time,
thereby causing harm to living beings and protected property.
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9.  Hazard Source: An element or a group of elements with the ability to generate
risks.
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10. Risk Identification (R1): The process of finding, defining, and describing risks.
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11. Acceptable Risk: The level of potential losses that a society or community
considers acceptable given existing social, economic, political, cultural, technical
and environmental conditions.
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12.  Unacceptable Risk: The level of risk as determined by the risk management

process that cannot be mitigated to an acceptable safe level.
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13. Actual Risk: The relationship between two factors; the probability and the

quantitative or qualitative likelihood of a harmful event occurring, the consequences,
and the damage resulting from the event, in the event of its occurrence.
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14. Extensive Risk: The widespread risks associated with the exposure of dispersed
population communities to repeated or persistent hazards of low or moderate
intensity, often of a localized nature, which can lead to disaster with cumulative
destructive impacts.
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15. Multi-Risks: ~ These encompass significant events such as infrastructure
deterioration, natural disasters, accidents, and malicious acts.
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16. Residual Risk: The risk that remains uncontrolled even when effective disaster
risk reduction measures are implemented, and which must be maintained to ensure
response and recovery capabilities in emergency situations.
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17. Natural Hazards: Natural process or phenomenon that may cause loss of life,

injuries, health effects, livelihoods and services, social and economic disruption, or
environmental damage.
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18. Emergent Risk: Risks that are poorly understood but are expected to become
significantly more important. Unlike other risks, emergent risks do not have a track
record that can be used to estimate expected probabilities and losses.
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19. Environmental Risk: A condition may pose an unreasonable risk to air, water,
soil and plant quality, wildlife.
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20. Geological Hazards: A geological phenomenon or process that may cause loss

of life, health damage, property damage, socio-economic disruption, or environmental
damage.

DY alandy) dadal g ol Ad5iCa cilaand (a adl Aablaall jhldal) sdalad) jhliall Y)Y

Lilsliaal) g 7 g Y1 (B B mS bl Lo il 4 glada &) o8) g2 O (Say B

21. Intensive Risk: Risks associated with exposing densely populated areas and

economic activities to severe hazards, which could lead to catastrophic disasters
resulting in significant losses of lives and property.
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22. Technological Hazards: A hazard arising from technological or industrial
conditions, including accidents, dangerous procedures, infrastructure failures, or
specific human activities, that may lead to loss of life, injuries, illness, and other

health effects, as well as property damage, loss of livelihoods and services, social
and economic disruption, or environmental damage.
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23. Hazard Identification: Determining the magnitudes (intensity) and probabilities
of risks that may pose threats to human interests in specific geographic areas.
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24. Risk Analysis: The process of understanding the nature of risk and determining
the level of risk.
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25. Risk Assessment: A methodology that determines the nature and level of risks
by analyzing potential hazards and evaluating existing conditions of for susceptibility
to harm.
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26. Risk Criteria: The reference conditions upon which the assessment of the
significance of risks is based.
Jaualdi g ddadi g (gUad cild Al 3 ABhaia JANS jhadl) Cila glaal hai) & an) dples 1 kil bail &YV
hil A (e daml) mad oSay g cliladll kil A Jia sy shadd Jai) AN a6 O OSay A glite
Aphll Ui 48 e 3 e sllae Y Baal g Ay A A kA
27. Risk Maps: The process of mapping hazard information within a study area of
varying scale, coverage, and details. Mapping can be for a single hazard such as flood
maps or several hazard maps can be integrated into a single map to provide a
composite picture of natural hazards.
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28. Risk Matrix: It is a scheme that links the dimension of the probability of
occurrence with the dimension of the impact.
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29. Risk Prevention: The total government measures necessary to avert a tangible
threat to public safety or public order.
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30. Hazard Vulnerability: The exposure of life, property, or environment to damage
in the event of a hazard.
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31. Hazard Vulnerability Analysis (HVA): The identification of priorities for

potential disasters, considering their likelihood and impact, and is used as a starting
point for emergency plans.
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32. Risk Communication: The exchange of information and opinions about risks to
prevent, reduce, and accept risks. In the run-up to foreseeable hazards, intensive risk
communication works to sensitize the population about upcoming events and to prepare
measures such as warning and protection.
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33. Risk Management: The systematic management for administrative decisions, skills,

and operational responsibilities to implement policies, strategies, and practices to mitigate

risks.
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34. Emergency Risk Management: A systematic process that produces a set of

measures that contribute to the well-being of communities and the environment. It

includes risk definition, risk analysis, hazard assessment, risk treatment, monitoring
and reviewing, and communication and consultation.

Jblia o gl cuiad Jglady caa Jalaii AN 4 oyl AadaY) pd ) oS 480 el jlaldad) Bl Yo

Aol ) gl it oSl Bagan
28



35. Proactive Disaster Risk Management: Administrative activities that deal with
and attempt to avoid the emergence or increase of new disaster risks.
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36. Risk Monitoring: The process of tracking the decisions and actions within risk

management to ascertain containment or reduction of risks with respect to a particular
hazard.
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37. Risk Reduction: Measures taken to reduce the likelihood or negative
consequences, or both, associated with risks.
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38. Risk Mitigation: Measures taken in advance of a disaster aimed at decreasing
or eliminating its impact on society and environment.
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39. Risk Tolerance: Total amount of risk that the state is willing to accept, tolerate,
or be exposed to at any point in time.
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40. Risk Transfer: The process of formally or informally shifting the financial
consequences of particular risks from one party to another whereby a household,
community, enterprise or state authority will obtain resources from the other party
after a disaster occurs, in exchange for ongoing or compensatory social or financial

benefits provided to that other party.
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41. Risk Treatment: Process of selection and implementation of measures to modify
risk. Note 1: The term ‘Risk Treatment’ is sometimes used for the measures themselves.

Note 2: Risk treatment measures can include avoiding, optimizing, transferring, or
retaining risk.
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42. Risk Acceptance: Decision to accept risk with the determination of the highest
level of risk that can be tolerated without affecting the strategic objective of crisis or
disaster management.
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43. All-Hazards Preparedness: Preparedness for domestic terrorist attacks, major
disasters, and other emergencies.
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44. Population at Risk: A specific group of people whose lives, properties, and
livelihoods are at risk.
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45. International Risk Management Standard (ISO 31000): An international
standard for risk management that helps organizations through general principles and
guidelines for analyzing and evaluating risks. All institutions can also adopt this
standard, whether private or government sectors, because it could be applied on
various functions such as planning, management, communications, and more. By
applying this standard, organizations can reduce potential losses, improve
performance, and build a robust system capable of making appropriate decisions and
promoting preventive management at all levels.
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46. Notice: A notification that a hazard is approaching but is it not necessarily as
Imminent as indicated by a warning message.
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47. Warning: A signal warning of danger.
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48. Early Warning: A comprehensive system for monitoring and predicting risks
using various means that enables individuals, communities, and states to make timely
decisions and take actions to prevent their occurrence entirely or minimize their
impact.
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49. Early Warning System: The set of capacities needed to generate and
disseminate timely and meaningful warning information to enable individuals,

communities and organizations threatened by a hazard to prepare and to act

appropriately and in sufficient time to reduce the possibility of harm or loss.
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50. Warning the Population: Informing the public about imminent risks and/or

providing specific recommendations to take as part of crisis communication.
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51. Consequences: The result of an event or situation expressed qualitatively or
quantitatively, whether it be a loss, injury, defect, or gain.
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52. Consequence Analysis: The estimation of the potential impact of hazardous
events.
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53. Exposure: People, property, systems, or other elements present in hazard zones
that are thereby subject to potential losses.
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54. Exposure Assessment: The process of estimating or measuring the intensity,

frequency, and duration of exposure to a factor or hazard itself. In other words, this

term describes (sources, pathways, routes, volume, duration, and patterns of exposure)

the characteristics of the exposed population, and the uncertainties in the assessment.
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55. Control: any process, policy, apparatus, practice, conditions/procedures that
maintain and / or modify the level of risk.
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56. Damage: The negative impact of an incident on properties.
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57. Damage Event: The alignment of a hazard and protected assets resulting in the
occurrence of damage.
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58. Damaged Area: Space in which the damage occurs and has an effect.
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59. Damage Situation: Total of possible damages.
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60. Damage Assessment: Assessment or identification of the disaster's impacts on
human, material, economic and natural resources.
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61. Damage Prediction: A logical, coordinated, and understandable description of

potential development of damage in the future based on a hypothesis.
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62. Vulnerability: The characteristics and circumstances of a community, system

or asset that make it susceptible to the damaging effects of a hazard.
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63. Retrofitting: Reinforcement or upgrading of existing structures to become more
resistant and resilient to the damaging effects of hazards.
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64. Response: The provision of emergency services and public assistance during
or immediately after a disaster in order to save lives, reduce health impacts, ensure
public safety and meet the basic subsistence needs of the people affected.
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65. Immediate Response: Implementing immediate actions to save lives, protect
property, and meet basic human needs.
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66. Response to Risks: Measures taken immediately before, during, or immediately
after disasters to save lives, reduce health impacts, ensure public safety, and meet the
livelihood needs of the affected population.
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67. Response Tools: Resources that include equipment, personnel and supplies
used in activities addressing the effect of an incident.
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68. Environmental Impact Assessment: A process through which the
environmental consequences of a proposed program or project are evaluated. This
assessment is taken into consideration in planning and decision-making processes,
aiming to minimize the negative impacts of proposed projects or programs.
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69. Environmental Degradation: The reduction of the capacity of the environment
to meet social and ecological objectives and needs.
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70. High Vulnerability: The characteristics and conditions of the community, system
or assets that make them susceptible to the adverse effects of a hazard.
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71. Sustainable Development: Development that meets the needs of the present

without compromising the ability of future generations to meet their own needs.
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72. Capacity: The combination of all the strengths, attributes, and resources

available within a society, gathering, or organization that can be used to achieve
agreed goals.
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73. Resilience: The ability of a system, community or society exposed to hazards to
resist, absorb, accommodate to and recover from the effects of a hazard in a timely

and efficient manner, including through the preservation and restoration of its
essential basic structures and functions.
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74. Risk Avoidance: This aims to eliminate a risk, not just reduce it. It also aims to
eliminate the source of the risk completely and replace it with a smaller, more easily

manageable risk.
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75. CBRN (Risks & Protection): Abbreviation for "chemical, biological,
radiological and nuclear" where a distinction is made between nuclear risks (risks
arising from nuclear fuel and the effects of nuclear reaction chain) and radiological
risks (risks arising from all other radioactive materials). Protection against CBRN
factors encompasses all preventive and defensive measures, including planning
aspects, aiming to ensure the best possible protection for the population, their
livelihoods and emergency personnel from the effects of natural and human-made
hazards.
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76. Risk Monitoring and Assessment System (RMAS): A system that simulates the
risks facing the state or may be encountered in the future through indicators entered
by the relevant ministries and institutions. These risks change according to the
indicators and changes in the strategic environment.
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77. Incident Management System (COBRA): A system for managing accidents at
the national level that facilitates information sharing among all state institutions.
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1.  Crisis: An event or a series of serious, sudden, or unexpected events that the
state may be exposed to, which could disrupt the public order or pose a threat to the

overall national security elements. The Prime Minister, based on the Council's
recommendation, decides to consider them a crisis.
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2. Crises Management (CM): Plans, methods, and systematic scientific and

administrative procedures that aim to prevent the occurrence, effects, or escalation
of crises.
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3. Management by Crises: The process of fabricating or creating a crisis or

multiple crises with the aim to change or divert the attention of the local or global
community from the real crisis that is facing the state.
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4.  "Pearson and Mitroff'" Model: One of the most popular crises management

models. It consists of five stages: detection of warning signals, preparedness and
prevention, containment or reduction of damage, recovery, and learning.
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5. 1% Stage (Warning Signals Detection (Early Warning): The process of
monitoring, recording and analyzing signals that predict the occurrence of a crisis.
Through early picking-up and recognizing of these signals, and their appropriate
interpretation to identify the dimensions of the situation before its deterioration and
turning into a crisis threatening the entity of the organization as a whole and wiping
out its performance.

B ald e uSad AN jaliall de gana B Jiad p(daglly dmiuNl) 4GGN dayall 0
Jaadadil) g (Lgh gaa sl (Say AN cila DUl yaaail) o) ol g cciba 3 (pa 43 gl da DU cula) il
Cra al b camd g 13) L BT Lgtian (e Jul) g da 31 Jo 3 jasadl dlld g clgiad oSan ¥ Al LAl

igaad) (pa Lgaial A gluall 3 ggall
6. 2" Stage (Preparedness & Prevention): A set of elements that reflect the extent
to which the administration has made the necessary preparations to prevent crises,
make preparations for crises that can be predicted, and plan for unavoidable situations,
to control the crisis, and reduce its severity and effects if it occurs despite efforts to
prevent it from happening.
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7. 3" Stage (Containment or Reduction of Damages): In this stage, the effects
resulting from the crises are contained and addressed, and this is a basic task of crises
management that aims primarily to reduce losses to the minimum extent possible, and
to prevent the damage from spreading to other parts of the organization that were not
affected yet. The crisis is contained by absorbing its consequences and acknowledging
its causes, then overcoming them, and addressing its consequences and outcomes.
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8. 4™ Stage (Recovery): This stage includes the recovery from several internal
aspects from within the organization, where the physical, moral, and external assets
exist, and external aspects such as other parties affected by the consequences of the
crisis. The stage of recovery is about rebalancing the previous state or better.
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9. 5" Stage (Learning): This stage includes important lessons that the organization
learns from its previous experiences, as well as from the experiences of other
organizations that have gone through specific crises that the organization may go
through.
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10. Cirisis Inception: The stage of friction, which represents a feeling of anxiety
about an unknown thing looming on the horizon, in which the crisis starts to appear
and warns of impending danger.
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11. Crisis Growth: The accumulation of negative effects and the magnitude of the
impact, and this occurs because of not following up the crisis inception.
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12. Crisis Maturity: It is the stage of collision when the crisis is not confronted
during the inception and growth of the threat. The results are destructive, making it
the most dangerous and challenging stages.
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13.  Crisis Leader: The highest reference in crisis management and works at the
strategic level and appointed by NCSCM board of directors. He is empowered with
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absolute authority that enables him to manage the crisis successfully. All state
capabilities are harnessed to fulfill the required duties for the success of the crisis
conception.
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14. Security Crisis: The events or the event that poses a serious threat to the public
interest and comprehensive national security, which is accompanied by lack of time

and lack of information and requires urgent measures from all parties to confront it
and reduce losses to the minimum extent possible.
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15. International Crisis: An event that causes an imbalance in the normal relations
between sovereign states due to their inability to resolve the existing conflict between
them and represents a major threat to the vital interests of the state or poses a threat
to the existence of the state.
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16.  The Terrorism Crisis: A casual situation that affects the prestige and dignity
of the state and its interests, and requires urgent actions and measures, and a
deterrent method to achieve the security and safety of the homeland.
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17.  Economic Crisis: It is a crisis that occurs as a result of the accumulation of set
of influences, leading to a sudden disruption affecting the key components of the
economic system. It poses a threat to the foundations and standards, causing a loss
of control over the state's economic strategy and situation.
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18. Communication during Crises: The exchange of information and opinions
during crises to prevent or minimize damages to properties. Crisis communication
requires a clear allocation of responsibilities, in addition to a clear communication
line for a consistent approach in terms of content and arguments. It serves the
exchange of information directed towards the targeted group, the maintenance of
trust and the prevention of the ideal image.
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19. Course of Action (COA) Analysis: Itis a process through which the best ways of
responding to crises are selected, enabling the concerned institution to accomplish its
assigned tasks based on available capabilities and with the least possible risk.
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20. Command Center: A physical or virtual facility located outside of the affected

area used to collect, evaluate, and disseminate information and to make decisions to
achieve recovery.
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21. Databases: A structured collection of information or stored data, usually in

electronic format, intended for proper utilization during crises and aiding timely
decision-making.
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22. Information Management: Collecting and organizing information, controlling

the structure, processing it and receiving it from one or more sources, and

distributing it to one or more audiences who have an interest in this information.
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23. Resource: A distinct unit of personnel, financial resources, equipment,
information, assistance and support capabilities that can be used to implement or
promote an operational system to protect the population.
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24. Key Resources: Publicly or privately controlled resources, which are

considered essential to the minimal operations of economy and governments.
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25. Civil Damage Assessment: An appraisal of the damages to a nation's
population, industry, utilities, communications, transportation, food, water, and

medical resources to support planning for national recovery.
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26. Activation: The implementation of business continuity capabilities,

procedures, activities, and plans in response to an emergency or disaster

declaration; the execution of the recovery plan.

plgall lal P& e g el gl (gady Adiy o) daga Sl Jilugll A rcldlsay) YV
1) S gha Cilagaia Badaa Cigl JB 3 daulall

27. Capabilities: The means to accomplish a mission or function and achieve

desired outcomes by performing critical tasks, under specific conditions, to target

levels of performance.
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28. Common Operational Picture (COP): This is a process whereby information
Is gathered and categorized (such as traffic, weather, damages, resource availability)
of any type (audio, data, etc.) from institutions to assist decision-makers in making
decisions during an incident.
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29. Coordination: Creating a state of interaction, harmony, and cooperation
between all national agencies and at all levels, to create a positive partnership to
reach common goals.
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30. Coordination in Crises Management: Cross-organizational and cross-level

coordination of various relevant stakeholders (authorities, companies, private
organizations, etc.) regarding crisis management.
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31. Mandatory or Directed Evacuation: A warning to individuals present in the

specified area that an imminent threat to life and property exists, and individuals
must evacuate in accordance with the instructions of local officials.
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32. Precaution: The action taken to anticipate, identify and reduce the impact of
'surprises’ (unknown impacts and therefore unknown probabilities).
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33. Infrastructure: Manmade physical systems, projects, and structures, publicly
and/or privately owned, which are used by the public or provide benefit to them.
Examples of infrastructure include utilities, bridges, dams, drinking water systems,

electrical systems, communications systems, dams, sewage systems and roads.
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34. Critical Infrastructure:  Facilities whose operational weakness could
jeopardize the health and lives of the population, or a significant portion of them,
and are considered essential for the continuity of public life and public order.
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35. Mass Casualty: Any large number of casualties occurring within a relatively
short period of time, usually as the result of a single incident such as a military
aircraft accident, hurricane, flood, earthquake, or armed attack that exceeds local
logistic support capabilities.
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36. Complex Incidents: Events where the victims have unusual medical needs or
require medical care that is not readily available. It might be extremely difficult to
identify these medical needs or address them properly without specialized expertise,
even with only a few casualties.
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37. Incident Management: A national comprehensive approach for preventing,
preparing for, responding to, and recovering from terrorist attacks, major disasters,
and other emergencies. Incident management includes measures and activities
conducted at both local and national levels, encompassing both crisis and
consequence management activities.
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38. Forecasting: The process of estimating future events or trends that will occur
over a period of months or years to predict future outcomes based on historical data
and statistical methods.
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39. Incident Preparedness: Activities, programs, and systems developed and

implemented before an incident occurs, that may be utilized to support and enhance
mitigation of, response to, and recovery from disruptions, disasters, or emergencies.
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40. Incident Response: An organized response to a disaster or another significant
incident that might significantly impact the organization, its personnel, or its ability
to operate effectively. An incident response may include evacuation of a facility,
initiating a disaster recovery plan, performing damage assessment, and any other
measures necessary to bring an organization to a more stable status.
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41. Preclinical Care: Medical care for the injured within the course of the rescue
chain before reaching the hospital.
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42. Recovery: The restoration, and improvement where appropriate, of facilities,

livelihoods and living conditions of disaster-affected communities, including efforts
to mitigate disaster risk factors.
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43. National Capabilities: A combination of elements, capabilities, and national
characteristics, including strength and resources available to the state, gatherings,
or organizations (public and private sector) that can be used to achieve the agreed
goals.
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44, Capacity Development: The pooling of all available capabilities and
attributes, whether in the form of strength or resources, within a community,
assembly, or organization, that can be utilized to achieve the agreed goals.
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45. Civil Damage Assessment: An appraisal of the damages incurred by the

population, industry, facilities, communications, transportation, food, water, and
medical resources to support national recovery planning.
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46. Epidemic: The emergence of a significant number of cases of an infectious

disease introduced into a specific area or among the infectious diseases already
existing in an area or population group.
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47. Pandemic: The spread and outbreak of an infectious disease across countries
and continents.
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48. Disease Control: All policies, precautions and measures taken to prevent the
outbreak or spread of communicable diseases.
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49. Isolation: The separation of persons who have a specific infectious disease
from those who are healthy, and the restriction of their movement to stop the spread
of that disease. Isolation allows for a focus on providing specialized healthcare to
patients, while also protecting healthy individuals from contracting the disease.
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50. Quarantine: Ban or restriction of travel or transit, imposed to prevent the
spread of infectious diseases or harmful chemical / biological substances.
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51. The civil delegate: The person who is delegated, assigned, or seconded from
one of the ministries or government departments by a decision from the relevant
authority to carry out specific tasks.
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52. The military attaché: The person, who is assigned or seconded from the armed

forces or security agencies by a decision from the competent relevant to carry out
specific assigned tasks.
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53. Lessons Learned: The last stage of crisis management that includes a study of procedures
followed before, during and after the crisis. It includes retrieving and deeply studying the events,
evaluating the plans and mechanisms used to address the crises, to draw lessons and examples
whether from NCSCM experiences or global centers to raise the NCSCM'’s efficiency in dealing
with such crises in future. Then these lessons circulate to all parties and relevant stakeholders,
to be approved as a future reference and general guide.
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54. Operational Control: Establishment for command and control in the field. An

operational control consists of the head of operations (on scene commander) and his
support, for example, a control center, command assistants and support staff.
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55. Defense Law: The law that is applied if an emergency event occurs and
requires defending the Kingdom and that threatens national security or public safety
throughout the kingdom or in a specific region thereof, due to the outbreak of war,
the emergence of a threatening situation, the occurrence of disturbances, internal

armed strife, disasters, or the spread of pests or pandemics. This law is activated by
a Royal Decree issued based on a decision of the Council of Ministers.
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1.  Disaster: Events that have occurred and caused serious damages, requiring

cooperation from all sectors operating in the state to recover from its damaging
effects and international collaboration may be necessary.
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2.  Catastrophic Incident:  Any natural or man-made incident, including
terrorism, which results in unusual levels of mass casualties, damages, or disruption

severely affecting the population, infrastructure, environment, economy, national
morale, and/or government jobs.
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3. Devastating Disaster: Any natural disaster, terrorist act or other man-made
disaster that results in unusual levels of injuries, damages, or disruptions that
severely affect the population (including mass evacuation), infrastructure,
environment, economy, national morale, or government jobs in a region.
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4. Natural Disaster: Violent, sudden, and destructive change in the environment
without cause from human activity, due to phenomena such as floods, earthquakes,
fire, and hurricanes.
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5. Man-made Disasters: Disasters or emergencies where the main direct cause (S) Is
identifiable human actions, whether it was intentional or otherwise.
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6. Disaster Declaration: The official issuance of a state of emergency upon the
occurrence of a large-scale calamity, to activate measures aimed at mitigating the
effects of the disaster.
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7. Disaster Management: The entire process of planning and intervention to

reduce disasters as well as the response and recovery measures. It is a neglected
element of development planning.
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8.  Disaster Response: The total of decisions and actions taken during and after
disasters, including immediate relief, rehabilitation, and reconstruction.
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9. Disaster Risks (DR): The potential losses, in lives, health status, livelihoods,

assets and services, which could occur to a particular community or society due to
disasters within a specific future timeframe.
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10. Disaster Risk Reduction (DRR): The concept and necessary practices of

reducing disaster risks through systematic efforts to analyze and manage the causal
factors of disasters, including reducing exposure to hazards, mitigating vulnerability
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of people and property to damage, wise management of land and the environment,
and improving the level of readiness to face adverse events.
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10. National Platform for Disaster Risk Reduction: A generic term for the system,
mechanism, or national committee for coordination and policy guidance related to

reducing multi-sectoral and interdisciplinary disaster risks, with public, private and
civil society participation involving all concerned entities within a country.
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11. SENDAI Framework for Disaster Risk Reduction: It is a global agreement adopted
by UN member states at the Third UN World Conference on Disaster Risk Reduction in
Sendai, Japan, in March 2015. The framework sets out seven global targets and four
priorities to be pursued to reduce the risk of disasters and build resilience to their impacts.
The priorities include understanding disaster risks, enhancing the governance of disaster
risk reduction, investing in disaster risk reduction to enhance resilience, and enhancing
disaster preparedness for effective response. The Sendai Framework aims to guide and
monitor global efforts to reduce disaster risks and losses in lives, livelihoods, and health.
It emphasizes the importance of a multi-hazard approach, integrating disaster risk
reduction into the sustainable development, and fostering the international cooperation to
address the challenges posed by disasters. The framework covers a 15-year period, from
2015 to 2030, aligning with the timeframe of the Sustainable Development Goals (SDGs).
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12. Disaster Medicine: Planning and implementing medical and organizational
measures that become necessary when individual care of injured or sick persons is
temporarily not possible or only possible to a limited extent due to the occurrence of
damage.
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13. Disaster Risk Management: The systematic process of using administrative
directives, organizations, and operational skills and capacities to implement
strategies, policies, and enhanced capacities for addressing challenges, aiming to
mitigate the negative impacts of hazards and the possibility of disaster.
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14. Disaster Control: A form of organizational hazard prevention management of
disasters, in which all authorities, organizations and institutions involved in hazard
prevention and work together under a unified management.
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15. Disaster Control Authority: Authorities responsible for disaster control at the
various administrative levels as outlined by legal provisions.
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16. Disaster Assistance (International): Providing assistance in the event of a
major natural disaster or a particularly serious accident abroad, principally on the
basis of bilateral assistance agreements, the EU Civil Protection Mechanism,
agreements of the United Nations or the North Atlantic Treaty Organization or simply
requests from the nation state concerned.
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17. Disaster Prevention: (Also: preparedness) All measures taken by the state,
relief organizations, society and individuals with the aim of reducing the risk of
disaster and mitigating its consequences.
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18. Disaster Resilience:  The ability to prevent, mitigate, or protect against
multiple high-risk threats and incidents, including terrorist attacks, in addition to
rapid recovery and rebuilding vital services with minimal damage to public safety,
health, economy and national security.
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19. Prevention: The outright avoidance of adverse impacts of hazards and related
disasters.
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20. Preventive Measures: All physical and moral preparatory precautionary
measures and procedures that can be taken to avoid, prevent, or mitigate the
occurrence of hazard or damage, reducing its impact on comprehensive national
security.
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21. Precautionary Approach: A decision to take action, based on the possibility of
a significant environmental damage occurring, even before there is conclusive,
scientific evidence indicating that the damage will occur.
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23. Preparedness: The knowledge and capabilities developed by governments,
societies, individuals, and relevant organizations to effectively anticipate, respond
to, and recover from potential or imminent impacts of hazardous incidents and
conditions.
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23. Consequences: It is the negative impact of a disaster that intensifies due to the
increasing human, economic, environmental, societal, and political impacts.
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24. Post Disaster Needs Assessment: An internationally accepted methodology for
determining the physical damages, economic losses, and cost of meeting recovery
needs determined by the relevant official authority.
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25. Mitigation: The lessening or limitation of the adverse impacts of hazards and
related disasters.
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26. Resource Analysis: The systematic identification and analysis of available
resources and authorities for managing these potential resources in an emergency.
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27.  Impact Analysis: The practice of identifying and evaluating the negative and

positive consequences of disasters on natural and human systems (i.e.,
environmental, economic, financial, and social).
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28. Resource Management: Coordination and oversight of tools, processes, and
systems that provide incident managers with appropriate and timely resources during
an incident.

$85 Al Jalgadly &l gSll Jhalda e alall o ol g AS idial) 4d pall saa 1 jsgandl Ae i YA
g Al g WAl atl) (e aall Ao lan g A3a 8 B ) guay 34T 08 3N Jlas ¥ g clgd
29. Public Awareness: The extent of shared knowledge and awareness about
disaster risks, the factors that lead to disasters and the actions that can be taken
individually and collectively to reduce exposure and vulnerability to hazards.
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30. Climate Change: A change in the state of the climate that can be identified
(e.g., by using statistical tests) by changes in the mean and/or the variability of its
properties, and that persists for an extended period, typically decades or longer.
Climate change may be due to natural factors, ongoing external factors, or as a result
of gradual alterations in atmospheric composition caused by human activities or land
use.
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31. Famine: A catastrophic food shortage affecting large numbers of people due
to climatic, environmental, social, and economic reasons.
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32. Deslnventar: Disaster information Management System related to countries

involved in Disaster Risk Reduction activities managed by the United Nations
Disaster Risk Reduction Office.
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1.  Strategy: The technigue and science of developing and using the capabilities
available to achieve goals within a specific time plan.
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2.  Strategic Intent: A general concept that defines how the institution will carry
out its mission over a period ranging from five to seven years.
At yia) GBI A g Al i) cly el W) aas A Bd g b sl A A gl Y
Jil gl) 3 At g €5y giaatiall Ailgdl) A Nal) Cial tda ) ciloidal y58Y) g dad gl dyika gl)
ARl ol (gafanl A U dalall
3.  Strategic Guidance Statement: A document that outlines strategic priorities,
broad national strategic objectives, and basic assumptions. It describes the
envisioned end-state; and establishes the general means necessary to accomplish that
end.
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4. National Strategy: The technique and science of developing and utilizing
elements of national political, economic, social, psychological, moral, and military
forces , during peace and war, to provide the largest possible reinforcement and
support for policies and plans, in order to mobilize capabilities, direct them towards
obtaining the desired results in achieving national goals or victory, and to reduce or
eliminate threats, including a comprehensive concept that includes the goal, plan and
sources of power necessary to implement the plan.
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5. National Strategy for Disaster Risk Reduction (NSDRR): A roadmap to reach a
common understanding of the prevailing disaster risks and assess the current disaster risk
reduction system and its capacity with the aim of developing, modernizing, and
harmonizing, thereby reducing disaster risks decided by NCSCM as the authority to
coordinate national efforts in this field supported by national consultations of all relevant
Institutions and national authorities.
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6. International Strategy for Disaster Reduction (ISDR): The ISDR aims at building
disaster resilient communities by promoting increased awareness of the importance of
disaster reduction as an integral component of sustainable development, with the goal of
reducing human, social, economic, and environmental losses due to natural hazards and
related technological and environmental disasters.
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/. Adaptation: The adjustment in natural or human systems in response to actual or
expected climatic stimuli or their effects, in a way that minimizes harm or takes advantage
of available opportunities.
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8.  Ability to Adapt: The ability of people, organizations, and systems, using available
resources and skills, to face and manage adverse conditions, emergencies, or disasters.
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9.  Strategic Adaptation: A strategic direction that reflects a state of integration,
adaptation and congruence between the NCSCM'’s directorates and units, as well as the
external environment which is characterized by rapid changes and reconciling the
strategy, activities and strategic objectives through awareness and strategic harmony,
which leads to the ability to prepare, respond and recover from crises and natural disasters
within the shortest possible period of time.
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10. Flexibility: The organization's ability to swiftly take positions and adapt,
adjust, accommodate, and harmonize with changes and unforeseen events for its
survival and continuity.
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11. Strategic Flexibility: The ability to adapt, harmonize and familiarize with
environment changes proactively through pre-preparedness and readiness to amend
or change its strategy, and to exploit the opportunities available to face difficult
circumstances and accelerating changes in a timely and appropriate manner.
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12. Business Continuity: The ability of an organization to ensure continuity of
service and support for its customers and to maintain its capability before, after and
during an event.
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13. Long Term Community Recovery: A framework for Government support to
regions, provinces, municipalities, non-governmental organizations, and the private
sector, designed to enable community recovery from the long-term consequences of
incidents requiring a coordinated governmental response.
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14. Readiness: The ability of a government to respond to an incident.
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15.  Fortification: Strengthening or reinforcing the existing facilities to
increase their ability to cope with the harmful effects of hazards.
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16. Prevent Action: Procedures to avoid an incident or to intervene or stop an
incident from occurring.
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1.  Plan: Thinking about the future and setting goals that should be achieved. Then
explaining the best means and methods needed to achieve them.
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2. The National Plan: A set of procedures and preparations that are done in
advance by experts and specialists at the national level from various state agencies
to clarify the objectives, assumptions and general duties of the state concerned
institutions and agencies according to the subject of the plan.
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3. Executive Plan: A detailed set of procedures that show the mechanism for
executing the general duties and tasks assigned to any institution or agency in the
national plan and how to implement it in detail. It is prepared by the institution or
agency.
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4. Planning: The method or procedure by which something will be done; thus
planning is the process of developing plans that includes: making choices about what
needs to be done, how to do it, and dealing with uncertainty, identifying patterns,
trying to influence, solving problems through assessment and design, making

strategic decisions towards the desired outcome, analyzing prior actions / errors in
order to improve future performance.
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5. Operational Plan: The process of linking strategic goals and objectives to
tactical goals and objectives. It describes the stages and conditions for success and

explains how to implement a strategic plan, or any part of it, within a specific
timeframe.
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6.  Strategic Planning: A process of directing the activities of the institution to
achieve its vision and mission, by analyzing the external and internal environment to
determine the strengths, weaknesses, opportunities, and threats, and setting goals,
objectives and procedural plans to bridge the gap between the existing situation and
the desired situation.
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7. Risk Prevention Plan: A plan for the responsible risk prevention authority
regarding organizational tactics and security measures resources. Risk prevention
plans can describe general measures, but also relate specifically to certain objects
or events.
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8.  Crisis Management Plan (CMP): A clearly defined and documented action
plan for use in times of a crisis.
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9. Incident Management Plan (IMP): A clearly defined and documented plan of
action for use at the time of an incident or disruption.
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10. Disaster Risk Reduction Plan (DRRP): A document prepared by an authority,
sector, organization, or enterprise that sets out goals and specific objectives for
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reducing disaster risks and lays out the necessary activities to achieve these
objectives.
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11. Disaster Planning (DP): Developing the ability to respond to an interruption
in services by restoring critical business functions of the organization. In essence,
this is business continuity planning.
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12. Operational Continuity Plan (OCP): The documented collection of
procedures and information that is developed, compiled, and maintained in
readiness for use in an incident.
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13. Operations Plans (OP): Plans that identify and direct the
agencies/organizations and resources required to execute the tasks and essential
objectives based on strategic planning. Operational plans often include (but are not
limited to) Emergency plans and operational-level plans.
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14. Continuity Planning: Continuous planning is simply the good business
practice of ensuring the execution of essential functions through all circumstances,
and it is a fundamental responsibility of public and private entities.
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15. Emergency Plan: A document to identify and catalog the elements required to
respond to an emergency situation, to delineate specific responsibilities and tasks,
serving as a response guide for making coordinated immediate decisions and
implementing appropriate measures at the right time.
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16. Contingency Planning: A management process through which specific
probabilities of events or situations that may threaten society, or the environment are
identified and analyzed. It involves preparing proactive arrangements to efficiently
respond to these events or situations by taking appropriate actions promptly when
they occur.
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17. Incident Response Plan (IRP): An oral or written plan containing general
objective reflecting the overall strategy for managing the incidents. It comprises
available operational resources, required expertise, and provides essential guidance
and information for incident management during the response period.
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18. Disaster Recovery Plan: The official document sanctioned by senior
management that defines the resources, actions, tasks, and data required to manage
the recovery effort. Usually refers to the technology recovery effort.
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Information & Communication Technology (ICT)
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1. Information & Communication Management: Planning, designing, and
monitoring information and communication as a means of successfully achieve
demands. Communication and information processing are done using ICT and
infrastructure.
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2. Acceptance Criteria: It is a list of the minimum requirements that an electronic
software product must meet to be acceptable to the user, client, or decision-maker.
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3. Access Control: It is a security method that regulates access to networks and
determines the use of available resources in the computing environment based on the
requirements of work and security in the company or organization.
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4.  Agile Methodology in Project Management: An umbrella term referring to
software development methodologies that center on the idea of iterative development,
whereby requirements and solutions are developed through collaboration between
multi-functional, self-organizing teams. The ultimate value in development is the
ability of the teams to provide faster, higher quality and greater service. There are
several specific methods (or frameworks) that are categorized as (Agile), such as
(Scrum, Lean, and Kanban).
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5.  Asset Register: A database that shows the various assets owned or managed by
the enterprise, recording key attributes such as ownership, financial value, and is
used to track these assets.
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6.  Attack: An unauthorized hack attempt aimed at destroying, exposing, altering,
disrupting, or stealing assets, or unauthorized use of an asset.
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7. Auditing: A systematic, independent, and documented process aimed at
examining and evaluating the information technology infrastructure in the
organization, including applications, data usage and management, policies, and
procedures against agreed-upon standards or existing policies.
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8.  Authentication: This is the process of identifying a user's identity by comparing
the incoming request with a set of credential data stored in the authorized user

database within the operating system.
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9. Authenticity: The feature that allows determining that the person
attempting to use the system is the authorized one.
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10. Availability: The ability of an IT service or other configuration item to perform
its agreed-upon function when needed.
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11. Cloud Computing: A model for enabling access to various services over the
internet, such as data storage, servers, databases, networks, and software. These can
be rapidly provided with minimal management effort or provider interaction.
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12. Confidentiality: A security objective that ensures information is not made
available or disclosed for unauthorized entities.
(il plrall Lia o o5 culiaadat gf cladd Jodad o) eLEIY daddiioee Ay 1 kil Ay VY
13. Development Environment: An environment used to create or modify IT
services or applications.
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14. Digital Transformation: The evolution of traditional business models to meet
customer needs by integrating digital technology across all service and business
realms, resulting in a fundamental shift in how work is done, and services are
delivered to customers.
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15.  Environment: A subset of the IT infrastructure that is used for a particular

purpose, for example a live environment or test environment. It can also mean the
external conditions that influence or affect something.
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16. Governance of Information Security: A system by which an organization’s
information security activities are directed and controlled.
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17. ldentity: A unique name that is used to identify and grant system access rights
to a user, person, or role.
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18. Information and Technology (IT): One of the four dimensions of service
management. It includes the information and knowledge used to deliver services, and
the information and technologies used to manage all aspects of value-added services
in the system.
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19. Information Security: Preservation of confidentiality, integrity, and
availability of information.
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20. Information Security Event: ldentifying an instance within the system, service,
or network that indicates a possible breach of information security policy, failure of
controls, or a previously unknown situation that may be related to security.
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21. Information Security Incident: A single or a series of unwanted or unexpected

information security events that have a significant probability of compromising
business operations and threatening information security.
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22. Information Security Incident Management: Set of processes for detecting,
reporting, assessing, responding to, dealing with, and learning from information
security incidents.
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23. Information Security Management Practice: The practice of protecting an
organization by understanding and managing risks related to confidentiality,
integrity, and availability of information.
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24. Information Security Policy: The policy that governs an organization’s
approach to information security management.
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25. Infrastructure and Platform Management Practice: The practice of
overseeing the infrastructure and platforms used by an organization. This enables
the monitoring of technology solutions available, including solutions from external
entities.
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26. IT Asset: Any financially valuable component that can contribute to the
delivery of an IT product or service.
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27. 1T Infrastructure: All the hardware, software, networks, and facilities that are

required to develop, test, deliver, monitor, manage, and support IT services.
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28. IT Service: A service based on the use of information technology.
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29. Information Technology Infrastructure Library (ITIL): Best-practice
guidance for IT service management.
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30. Operational Technology: Using hardware and software that detect and identify
reasons for changes in physical processes through direct monitoring and/or control
of physical devices such as valves, pumps, etc.
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31. Process: A set of interrelated or interacting activities that transform inputs into
outputs. A process takes one or more defined inputs and turns them into defined
outputs. Processes define the sequence of actions and their dependencies.
Cra ABYad) (5 53 claliia) 08 ciliaadail) o) Cpe SSEN A jlaa scilina sl ghalig 30} Gl jlaa Y'Y
(Rl LB 5 JULaY) g Adlsal) Alild g 48 6 gall g il gl) Cua

67



32. Software Development and Management Practice: The practice of ensuring
that applications meet the needs of stakeholders in terms of functionality, reliability,
maintainability, compliance, and auditability.
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33. Technical Commitment: The cumulative overall outcomes of development or
production team decisions when expediting the product delivery process by opting
for analysis methods instead of using system solutions that might take longer.

el Ll v all aladid) Chagioy g 5SN) slalll e a5 1 dlmadl asagd L YE

(il glaall A851 Aganl) Al B aSasl) g spadi gl Jadaad (o
34. Cyber Attack: An attack, via cyberspace, targeting an enterprise’s use of
cyberspace for the purpose of disrupting, destroying, or controlling a computing
infrastructure.
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35. Administrative Safeguards: Administrative actions, policies, and procedures
to manage the selection, development, implementation, and maintenance of security
standards aimed at protecting electronic information and regulating user behavior
concerning information protection.
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36. Antivirus Software: A program that monitors a computer or network to identify
all major types of malwares and isolate any manifestations (symptoms) of such
malware.
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37. Backup - A copy of files and programs made to facilitate the retrieval process
If necessary.
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38. Common Vulnerabilities & Exposures (CVE): A dictionary of common names
for publicly known IT system vulnerabilities.
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39. Computer Forensics: The practice of collecting, retaining, and analyzing
computer-related data for investigative purposes in a manner that maintains the
integrity and accuracy of the data.
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40. Computer Virus: A program that contains hidden code, which usually performs
some unwanted functions, and it can replicate by attaching a copy of itself to other
programs.
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41. Firewall: A gateway that limits access between networks in accordance with
local security policy.
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42. Inside Threat: An entity with authorized access that has the potential to harm
an information system through destruction, disclosure, modification of data, and/or
denial of service.
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43. Intrusion Detection System (IDS): Software that looks for suspicious and
malicious activities and alerts administrators.
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44. Intrusion Prevention Systems: Systems which can detect an intrusive activity
and can also attempt to stop the activity, ideally before it reaches its targets.
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45. Security Controls: The administrative, operational, and technical controls,

such as preventive measures imposed on an information system to safeguard the
confidentiality, integrity, and availability of the system and its contained information.
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46. Spyware: Software that is secretly or surreptitiously installed into an information

system to gather information on individuals or organizations without their knowledge.

69



Media Response ey Llaiuy)

Jalaill il glaall 4y g datidiall 3 3gaY) ae diudal) dagiaall Cils) aY) sdpdleY) laiay! )
Aslaia) qikaly o3 Gaadl aa
1. Media Response: The systematically coordinated procedures with correlated

authorities and the information environment to deal with any incident that needs a
response.
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2. Media Matrix: It is the group of accounts, platforms, pages, and media outlets
that impact the national or regional media environment.
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3. Media Relations: Part of public relations that targets representatives of the
media from all sectors. Information is transmitted to target groups quickly, honestly
and in an understandable manner. The regular and continuous work of media

relations are characterized by the fact that it is an integral part of an overall concept
and thus enhances the influence of other communication channels.
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4.  Rapid Response: The immediate media handling of a rumor and/or false
information requires a response.
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5. Rapid Response Prototypes: Predicting media risks that require addressing by
highlighting the mechanism to refute and clarify them, necessitating an immediate
response.
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6. Media Campaign: The systematic plan to promote a goal / decision / person.
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7. Sponsored Post: Paying an amount of money for a specific post to be promoted
on Social and interactive platforms.
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8.  Vertical Dissemination: Dissemination of content from an official source to
reach unofficial sources.
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Q. Horizontal Dissemination: Dissemination of content from an unofficial
source to reach official sources.
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10. Fake Accounts: Random or organized digital accounts managed by one or
several people using Digital software as (Avatar, Bot, and Account Automation).
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11. Authenticated Page: The page whose owner and administrator have been

verified by submitting official documents to the affiliated platform, where it appears
in blue, green or specified as authenticated.
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12. Media Brief: Organizing a visual, audio, or written media message for a
general audience without the presence of journalists or media personnel, and/or
without asking questions or inquiries.
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13.  Press Conference: Organizing an assembly to deliver media messages to public audience
in the presence journalists, media personnel, and dignitaries, with the opportunity to ask
questions, make inquiries, and comment on them.
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14. Media Simulation: Deriving future media patterns from current digital
indicators and building a conceptual framework based on them.
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15. Media Plan: Systematic conceptualization to promote / raise awareness /
disseminate a specific message to a specific audience.
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16. Perception Management: Changing convictions within a general or specific
community using gradually impactful, long-term strategic tools.
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17. Reputation Management: Maintain and enhance the 1image for

organization/celebrity/group of people and activities using tools of
momentary/medium impact.

72



References 2l pal) daild

1. Arabic References A ad) Aallly aaf pal) )
(Y0 YY) Janall a3 303l 0aBU ila gl S sall AUAS 33 gaua
NCSCM Bylaw amended draft 2023
Al Y] (YWl Y Y ) &) esl laliia e dadl A ol Al )
National Strategy for Disaster Risk Reduction (NSDRR) (2023 — 2030) / 2" Edition.
N4y Ll VY L8 pldal) o gild
Defence Law No. 13 of 1992.
ALaig Yol Al oo eﬁJguJ\‘l\@"aoj@
Anti-Terrorism Law No. 55 of 2006 and its amendments.
(SOPs) a3 g 4 jUal) Eilaal) cdgalad) Cual gad) aa 41 9al) 3 g Jalail Aplil) i) )
Standard Procedures for State Agencies’ Dealing with normal Incidents, Emergency events and
Crises (SOPs).
o) 5380 da 5 yhal (i g S 4 Al Jamall jgal) rciba 31 B0 (B daau ) ddgpall AT (Y41 Y) alia ¢galaall
OV Clae dpallall LpadaY) a lall Aol 63 i
Al-Abbadi, Hisham (2017). The Impact of Strategic Resilience in Crisis Management: The
Modifying Role of Electronic Readiness, PhD thesis published, International Islamic Sciences
University, Amman, Jordan.
sl il il s colee el Ao ) ASlaall ccila Y 3410 (B 8 pualaa LB (YY) e sall ¢ e sall
Al-Momani, Al-Momani (2021). Contemporary Issues in Crisis Management, The Hashemite
Kingdom of Jordan, Amman, Wael House for Publishing & Distribution.
Sl ) la 3 alal gl dedall ¢ A gall cila Y1 g Al gadl jlaliia 1l oSt g cila ¥ B0 (Yo 0 ) il B sile
&0 s
Alyh, Al-Sayed (2002). Crisis and Disaster Management: The Risks of Globalization &
International Terrorism, Second Edition, Cairo, Dar Al-Amin for Publishing and Distribution.
A ) ASLaal) cAgiaY) o shell A el Calls ApapalST c ala Y1 Giaadl A cila ) 300 (V494) DOla aaald (opall 3o
bl s sad)

Ezz EI-Din, Ahmed Galal (1990). Crisis Management in the Terrorist Event, Nayef Arab
Academy for Security Sciences, Kingdom of Saudi Arabia, Riyadh.

a3V B0 5 e sl S pall A dadadll g ol Y|
Strategies & Plans at NCSCM.

A Sl eals daasalSI/ i gl ol lea g cula 3V 5 1) 5
Crisis Management Publication & Negotiation Skills / Nasser Military Academy.

73



_JL\AA\?QAS@)%)J\ esﬂ\t})&aﬁ)ﬁ.\j
Publication of the Swiss Support Project to support risks.

ISDR- UNJS sesseas YoV e A jed s palall b casie ) ccile 3915 lalaall (e 2adl 40 sall dasi) iuV)

Lo 511 o hall g 5ol Al 5 5l I (a2 ) Al Y1/ ) S0
The International Strategy for Risk and Crisis Reduction, held in Cairo in March 2014 at the
invitation of the ISDR-UN Disaster / International Strategy for Disaster Reduction and the Arab

Academy for Science and Technology.
(UNHCR) GadU) () 55 sasiall aaS dsalial) 4y siall

74



2. International References Al gall gl sall ¥

UNISDR Terminology on Disaster Risk Reduction / UN 2009.
DESINVENTAR.org /Sendai Frame Work /UNDRR.
Bcmpedia.org

Oxford Dictionary 2021.

WWW.psd.gov.jo

CNSSI-4009

Emergency. UCMERCED.edu

www.lawinsider.com

OLCREPORT/WORDBANK2019.
Cradpdf.drdc-rddc.gc.ca
Alexander, David. “From Civil Defense to Civil Protection—And Back Again. ”

Disaster Prevention in Management "' forthcoming,2002".
All Hands Network. About All Hands Network. : http://www.allhandsnetwork.com/
American Academy of Pediatrics and Trust for America’s Health. Pandemic
Influenza: Warning, Children At-Risk. Washington, DC
http://healthyamericans.org/reports/fluchildren/KidsPandemicFlu.pdf
Anderson, William A. Local Civil Defense in Natural Disaster: From Local Office to
Organization. Newark, DE, University of Delaware, Disaster Research Center
http://dspace.udel.edu:8080/dspace/bitstream/19716/1255/1/RS7.pdf
Asian Disaster Reduction Center. Total Disaster Risk Management: Good Practices (Chapter 2:
Concept of Total Disaster Risk Management). Kobe, Japan, ADRC,
http://www.adrc.or.jp/publications/TDRM2005/TDRM_Good_Practices/PDF/Chapter2_FINAL
pdf
Australia/New Zealand Standards. Risk Management (2" Ed.) (AS/NZS 4360:1999):
http://www.saiglobal.com/shop/Script/details.asp?DocN=stds000023835
Business Continuity Institute. Good Practice Guidelines 2007: A Management Guide to
Implementing Global Good Practice in Business Continuity Management. BCI: 2007.
http://www.thebci.org/gpgdownloadpage.htm
Connecticut General Assembly. Chapter 517, Civil Preparedness. Department of Emergency
Management and Homeland Security; citing (P.A. 73-544).
Davis Logic. Business Continuity Management. 300ct05. http://www.davislogic.com/bcm.htm
Department of Defense. DoD Response to Radiological Accidents (DoD Directive 3150.8).
Washington, DC: DoD, June 13, 1996:
http://biotech.law.lsu.edu/blaw/dodd/corres/pdf/d31508_061396/d31508p.pdf
Department of Defense: Military Assistance for Civil Disturbances (MACDIS) (Directive No.
3025.12). Washington, DC: DoD: http://www.dtic.mil/whs/directives/corres/pdf/302512p.pdf
Department of Energy. Radiological Assistance Program: Program Information. DOE:
http://www.gjo.doe.gov/rap/program_information.htm

75


http://www.psd.gov.jo/
http://www.lawinsider.com/
http://www.allhandsnetwork.com/
http://healthyamericans.org/reports/fluchildren/KidsPandemicFlu.pdf
http://dspace.udel.edu:8080/dspace/bitstream/19716/1255/1/RS7.pdf
http://www.adrc.or.jp/publications/TDRM2005/TDRM_Good_Practices/PDF/Chapter2_FINAL.pdf
http://www.adrc.or.jp/publications/TDRM2005/TDRM_Good_Practices/PDF/Chapter2_FINAL.pdf
http://www.saiglobal.com/shop/Script/details.asp?DocN=stds000023835
http://www.thebci.org/gpgdownloadpage.htm
http://www.davislogic.com/bcm.htm
http://biotech.law.lsu.edu/blaw/dodd/corres/pdf/d31508_061396/d31508p.pdf
http://www.dtic.mil/whs/directives/corres/pdf/302512p.pdf
http://www.gjo.doe.gov/rap/program_information.htm

Department of Health and Human Services. Community Strategy for Pandemic Influenza
Mitigation. Washington, DC: HHS:
http://www.pandemicflu.gov/plan/community/commitigation.htmi#l
Department of Homeland Security. Budget-in-Brief Fiscal Year 2008. Washington, DC: DHS,
February 1, 2007, 130 pages. At:
https://dhsonline.dhs.gov/portal/jhtml/dc/sf.jhtml?doid=67877
Department of Homeland Security. The Office for Domestic Preparedness Guidelines for
Homeland Security:
Prevention and Deterrence. Washington, DC: DHS/ Office for Domestic Preparedness (ODP),
June 2003. At: http://www.ojp.usdoj.gov/odp/docs/ODPPrevl.pdf
European Environmental Agency (EEA). EEA Multilingual Environmental Glossary.
Copenhagen, Denmark, 2007. Accessed at: http://glossary.eea.europa.eu/EEAGIlossary
Federal Emergency Management Agency. About FEMA: Community and Family Preparedness
Program. Wash., DC: April 5, 2006 update. At: http://www.fema.gov/about/community.shtm
Federal Emergency Management Agency. Weapons of Mass Destruction—Nuclear Scenario
Instructor Guide. Emmetsburg, MD: FEMA, Emergency Management Institute. 1998.
Homeland Security Council. National Continuity Policy Implementation Plan [NCPIP].
Washington, DC: August, 2007, 97 pages.
Jones, D.A. (ed.). 1992. Nomenclature for Hazard and Risk Assessment in the Process Industries
(2nd ed.). Rugby, UK: The Institution of Chemical Engineers.
Office of Homeland Security. National Strategy for Homeland Security. Washington, DC: Office
of Homeland Security, 2002.
Standards Australia/Standards New Zealand. 1995. AS/NZS 3931 (Int.)—Risk Analysis of
Technological Systems—Application Guide. North Sydney, Australia.
Transportation Security Administration. Mission, Vision, and Core Values. Washington, DC:
TSA, DHS at: http://www.tsa.gov/who_we_are/mission.shtm
United Nations CADRI (Capacity for Disaster Reduction Initiative). Who We Are. Geneva,
Switzerland: UNISDR, CADRI, 2007. At: http://www.unisdr.org/cadri/who-we-are.html
United Nations Department of Humanitarian Affairs (DHA). Glossary: International Agreed
Glossary of Basic Terms Related to Disaster Management (DHA/93/36). Geneva, Switzerland,
UN DHA, December 1992, 81 pages. Accessed at:
http://www.reliefweb.int/rw/lib.nsf/db900SID/LGEL-5EQNZV/$FILE/dha-glossary-
1992.pdf?OpenElement —and at: http://www.em-dat.net/glossary.htm
United Nations Development Program (UNDP). Local Level Risk Management (Draft Short
Version). Geneva, Switzerland: UNDP Bureau for Crisis Prevention and Recovery (BCPR),
Disaster Recovery Unit, March 15, 2006, 21 pages. Accessed at:
http://www.undp.org/cpr/disred/documents/wedo/ils/LLRMReportShortVersion15March2006.p
df
United Nations Disaster Assessment Portal (UNDAP). Techniques Used in Disaster Risk
Assessment. UN: Accessed 15Jan2008 at:
http://www.disasterassessment.org/section.asp?1D=20
United Nations Disaster Relief Organization (UNDRO). Mitigating Natural Disasters:
Phenomena, Effects and Options — A Manual for Policy Makers and Planners. UN, 1991.

76



http://www.pandemicflu.gov/plan/community/commitigation.html#I
https://dhsonline.dhs.gov/portal/jhtml/dc/sf.jhtml?doid=67877
http://www.ojp.usdoj.gov/odp/docs/ODPPrev1.pdf
http://glossary.eea.europa.eu/EEAGlossary
http://www.fema.gov/about/community.shtm
http://www.tsa.gov/who_we_are/mission.shtm
http://www.unisdr.org/cadri/who-we-are.html
http://www.reliefweb.int/rw/lib.nsf/db900SID/LGEL-5EQNZV/$FILE/dha-glossary-1992.pdf?OpenElement
http://www.reliefweb.int/rw/lib.nsf/db900SID/LGEL-5EQNZV/$FILE/dha-glossary-1992.pdf?OpenElement
http://www.em-dat.net/glossary.htm
http://www.undp.org/cpr/disred/documents/wedo/ils/LLRMReportShortVersion15March2006.pdf
http://www.undp.org/cpr/disred/documents/wedo/ils/LLRMReportShortVersion15March2006.pdf
http://www.disasterassessment.org/section.asp?ID=20

United Nations Environment Program (UNEP). GEO-3: Global Environment Outlook. London,

United Kingdom: Earth scan Publications LTD., 2002, 426 pages. Accessed at:

http://www.unep.org/geo/geo3/english/pdf.htm

United Nations International Strategy for Disaster Reduction (UN ISDR). Living with Risk: A

Global Review of Disaster Reduction Initiatives (preliminary version). Geneva, Switzerland: UN

ISDR, July 2002 and 2004. At: http://www.unisdr.org/eng/about_isdr/bd-Iwr-2004-eng.htm

United Nations Office for the Coordination of Humanitarian Affairs (UN OCHA). A Brief History

of OCHA, 2007. At: http://ochaonline.un.org/AboutOCHA/tabid/1076/Default.aspx

United Nations World Commission on Environment and Development. 1987. Our Common

Future (Brundtland Report). Oxford: Oxford University Press.

White House. Homeland Security Presidential Directive (HSPD-4) National Strategy to Combat

Weapons of Mass Destruction Washington, DC http://www.fas.org/irp/offdocs/nspd/nspd-

17.html

White House. National Security Decision Directive (NSDD) 47: Emergency Mobilization

Preparedness. Washington, DC: The White House, National Security Council:
http://www.fas.org/irp/offdocs/nsdd/nsdd-047.htm

White House. The National Strategy to Secure Cyberspace. Washington, DC:

http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf

World Health Organization. Epidemic and Pandemic Alert and Response (EPR). Geneva,

Switzerland: United Nations, WHO, 2007. Accessed at:

http://www.who.int/csr/outbreaknetwork/en/

World Meteorological Organization (WMO). 1992. International Meteorological Vocabulary

(Second Edition). Geneva, Switzerland: World Meteorological Organization.

Federal Office of Civil Protection and Disaster Assistance
Information Centre of Civil Protection - Publications
Provinzialstr. 93

53127 Bonn

Germany

E-mail: Fachinformationsstelle@bbk.bund.de

PDNA/ POST DISASTER NEEDS ASSESSMENT
1SO31000:2018

National Institute of Risk Management

Ministry of Home Affairs. India risk management.

7


http://www.unep.org/geo/geo3/english/pdf.htm
http://www.unisdr.org/eng/about_isdr/bd-lwr-2004-eng.htm
http://ochaonline.un.org/AboutOCHA/tabid/1076/Default.aspx
http://www.fas.org/irp/offdocs/nspd/nspd-17.html
http://www.fas.org/irp/offdocs/nspd/nspd-17.html
http://www.fas.org/irp/offdocs/nsdd/nsdd-047.htm
http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf
http://www.who.int/csr/outbreaknetwork/en/
mailto:Fachinformationsstelle@bbk.bund.de

